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OAS-FIRST Technical Colloquium
OAS Headquarters
Washington DC, USA

DRAFT AGENDA
September 29 — October 2, 2015

Reqistration and Information Bulletin

Virtual tour of the OAS

Room
07:30
09:00
09:30
10:15

11:00
11:30

12:00

12:30
14:00

15:30
15:45

16:30

Tuesday, September 29th

- The Hall of the Americas

Registration

Opening Ceremony

Towards a National Cyber Security Plan: Cybersecurity for the People
David Luna, Minister, Ministry of ICT of Colombia

Progress and Lessons learned with the Private Sector

Gwen Beauchemin, Director, Canadian Cyber Incident Response
Break — Patio Azteca

Modern Transnational Cyber Threats

Matthew Noyes, Cyber Policy Advisor, United States Secret Service
How to profile a Cybercriminal?

Andrés Velazquez, President and Founder of MaTTica

Lunch

CSIRTs, Cyber Commands and Law Enforcement Units

Santiago Paz, Director, CERTUy

Michael D. Donahue, Engagement Coordinator, SOUTHCOM Joint Cyber Center
Adrian Acosta, Digital Crime Officer, INTERPOL

Moderator : Monika Josi, Cybersecurity Advisors Network

Break — Patio Azteca

Improving International Coordination

Emiliano Ogando, Subsecretary of CIP and Cybersecurity, Argentina
Margrete Raaum, Chair, FIRST

Speaker to be confirmed

End of the day



https://www.sites.oas.org/cyber/EN/Pages/Events/eventsdet.aspx?docid=69
https://www.sites.oas.org/cyber/EN/Pages/Events/eventsdet.aspx?docid=69
http://www.oas.org/en/about/mnbdefault.asp
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Wednesday, September 30"

Incident Response

Room
08:30
09:00
09:45

10:30
11:00

11:45

12:30
14:00

14:45

15:30
16:00

- The Hall of the Americas

Registration

Day-To-Day Operations in CERT Estonia

Klaid M&gi, Head of CERT-EE, Estonia Information System Authority

APAV's Anatomy. Current status and future expectations

Jeimy J. Cano M., Ph.D, CFE, Distinguished Professor and Researcher, Universidad de los Andes
Break — Patio Azteca

Defining and Marking Data for Large Community-Based Sharing

Patrick Cain, Resident Research Fellow, APWG

Approaching a Methodology to Assess Security on Customer Premises Equipment
Giovanni Cruz Forero, Director, CSIETE

Lunch

Traffic Light Protocol (TLP): Minutes to learn, a lifetime to master

Tom Millar, Chief, Communications, US-CERT

Case Study: CERT and Law Enforcement

Oliver Gonzalez, General Director, CERT-MX, Mexican Federal Police

Break — Patio Azteca

The role of regional and international organizations

OAS, ITU, IMPACS, IDB, World Bank

Law Enforcement
Room: The Christopher Columbus Room

09:00

10:30
11:00

12:30
14:00

15:30
16:00

Domain Name System Security Extensions (DNS SEC)Training Session
David Piscitello, VP of Security and ICT Coordinator, ICANN

Break — Patio Azteca

Domain Name System Security Extensions (DNS SEC)Training Session
David Piscitello, VP of Security and ICT Coordinator, ICANN

Lunch

Domain Name System Security Extensions (DNS SEC)Training Session
David Piscitello, VP of Security and ICT Coordinator, ICANN

Break — Patio Azteca

Computer Forensics Training Session

Andres Velasquez, President, MaTTiCa

Gustavo Presman, Director, Informética Forense
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Critical Infrastructure Protection
Room: The José Gustavo Guerrero Room

09:00

10:30
11:00

12:30
14:00

15:30
16:00

Strategies and Policies on Critical Infrastructure Protection

INCIBE-CNPIC (Spain)

Break — Patio Azteca

Threats to Critical Infrastructure: The Importance of Securing Your Control Systems”
U.S. Department of Homeland Security, ICS-CERT

Lunch

"ICS-CERT: How We Can Help”

U.S. Department of Homeland Security, ICS-CERT

Break — Patio Azteca

Critical Infrastructure Protection (topic TBD)

Thad Odderstol, Director, Industry Engagement and Resilience, SECIR, U.S. Department of Homeland Security
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Thursday, October 1st

Incident Response
Room: The Hall of the Americas
08:30  Registration
09:00 Cooperative Action on Colombian Cybersecurity Issues
Gonzalo Romero, Chief Security Officer, .CO ccTLD
09:45  Bulk PII Theft: The New Normal
Omar Cruz, Chief, Cyber Threat Information Sharing, US-CERT
10:30  Break — Patio Azteca
11:.00 The Next Generation of Social Engineering
Jack Johnson, Manager, Security Operations Center, MarkMonitor, part of Thomson Reuters
11:45  Should Big Trust Replace Big Data?
Carlos Moreira, WISeKey SA
12:30  Lunch
14:00  Presentations by CSIRTs and Roundtable Discussion
15:30  Break — Patio Azteca
16:00  Presentations by CSIRTs and Roundtable Discussion

Law Enforcement
Room: The Christopher Columbus Room
09:00 Computer Forensics Training Session
Andres Velasquez, President, MaTTiCa
Gustavo Presman, Director, Informética Forense
10:30  Break — Patio Azteca
11:00 Computer Forensics Training Session
Andres Velasquez, President, MaTTiCa
Gustavo Presman, Director, Informética Forense
12:30  Lunch
14:00 Defense Mechanism of a Banking Malware
Raul Alvarez, Senior Security Researcher, Fortinet Technologies
14:45  Computer Forensics: Experiences from the Central Bank of Argentina
Mara Misto Macias, Information Security Manager, Central Bank of Argentina
Gustavo Pereya, Information Security Manager, Central Bank of Argentina
15:30  Break — Patio Azteca
16:00  Cybersecurity Readiness and the Jamaican Public Sector
Warren A. Williams, Telecommunications Engineer, Jamaica Police
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Critical Infrastructure Protection
Room: The José Gustavo Guerrero Room

09:00

10:30
11:00

12:00
14:00

14:45

15:30
16:00

Lessons Learned in the Process of Securing the Electricity Generation and Transmission Infrastructure
Manuel Humberto Santander Paldez, CISO, EPM E.S.P.

Break — Patio Azteca

SCADA Systems, Security and Safety Recommendations

Eduardo Carozo Blumzstein, Manager, I[TC-Antel

Lunch

Industrial Cybersecurity: Forensic Analysis of Critical Infrastructure
Gustavo Presman, Director, Informatica Forense

Building Team Capability and Competency Through Exercises
Jeffrey H. Wright, Senior Director, Cyber Security, Aveshka

Break — Patio Azteca

Building Team Capability and Competency Through Exercises
Jeffrey H. Wright, Senior Director, Cyber Security, Aveshka
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Friday, October 2"

Room. The Hall of the Americas

07:00 Registration

08:30  Official Launch of October as Cyber Security Awareness Month
09:45  Official Launch of October as Cyber Security Awareness Month
10:15  Official Launch of October as Cyber Security Awareness Month
10:45  Break — Patio Azteca

11:30  Official Launch of October as Cyber Security Awareness Month
12:30

14:.00  Segurinfo Washington

14:45  Segurinfo Washington

15:30  Break — Patio Azteca

16:00  Segurinfo Washington

Confirmed Speakers

David Piscitello, VP of Security and ICT Coordinator, ICANN

Chema Alonso, Chief Executive Officer, Telefonica-Eleven Paths

Cheri F. MCGuire, Vice President, Global Government Affairs & Cybersecurity Policy, Symantec
Katitza Rodriguez, International Rights Director, Electronic Frontier Foundation

Marflia Maciel, Coordinator of the Center for Technology and Society, Fundacdo Getulio Vargas
Peter Cassidy, Secretary General, Anti-Phishing Working Group

Tom Kellerman, Chief Cyber Security Officer, Trend Micro

STOP | THINK
CONNECT"



